
 
Information Technology (IT) Security Policy 

 
I. SCOPE  
 
This IT Security Policy has been undertaken in order to safeguard sensitive, confidential, and 
proprietary information that is passed through the network of SPARK I/T Services. The safety 
and security of such information is vital to the success of SPARK I/T Services and any sensitive 
information that is compromised would be harmful to SPARK I/T Services and its efforts as an 
organization. Use of information technology networks by employees of SPARK I/T Services is 
permitted and encouraged where such use supports the goals and objectives of the organization. 
However, SPARK I/T Services has a policy for the security of the information that is shared 
through these networks. Employees must ensure that they: 
 

• Comply with the current IT Security Policy; 
• Use information technology networks in an acceptable, safe, and responsible manner; and  
• Do not create unnecessary risk to SPARK I/T Services by their misuse of information 

technology networks. 
 
II. POLICY STATEMENT 
 
All members, employees, guests, and other individuals are responsible for adhering to this IT 
Security Policy and maintaining the security of proprietary information shared on the 
information technology networks of SPARK I/T Services. This IT Security Policy is applicable 
to any individual or entity that gains access to the information technology services of SPARK I/T 
Services.  
 
III. RESTRICTIVE INTERNET USES  
 
In particular, the following is deemed unacceptable use or behavior by members, employees, and 
guests of information technology networks: 
 

• Visiting internet sites that contain obscene, hateful, pornographic or otherwise 
illegal material; 

• Using the computer to perpetrate any form of fraud, or software, film or music piracy; 
• Downloading commercial software or any copyrighted material belonging to third 

parties, unless the download is covered or permitted under a commercial agreement or 
other such license; 

• Hacking into unauthorized areas; 
• Publishing defamatory and/or knowingly false material about SPARK I/T Services, your 

colleagues and/or our customers on social networking sites, blogs and any online 
publishing format; 

 



 
• Revealing confidential information about SPARK I/T Services in a personal online 

posting, upload or transmission - including financial information and information relating 
to our customers, business plans, policies, staff and/or internal discussions; 

• Undertaking deliberate activities that waste staff effort or network resources; and  
• Introducing any form of malicious software into the network. 

 
IV. COMPANY EMAIL USE 
 
As part of their employment, each employee will be provided with a company email address. 
The email address shall only be used for business purposes and to further the business interests 
of SPARK I/T Services. The following activities are deemed unacceptable use of the company’s 
email system:  
 

• Forwarding or sending email chain letters; 
• Sending large files or numerous emails, absent authorization by SPARK I/T Services; 
• Checking your company email on your cell phone while operating a motor vehicle; 
• Sending unsolicited messages or large group emails, absent authorization by SPARK I/T 

Services; 
• Sharing confidential and sensitive information of SPARK I/T Services to third parties not 

entitled to knowledge of such information. 
  
V. SANCTIONS                                                         
 
Where it is believed that an employee has failed to comply with this policy, he or she will face 
disciplinary procedure. If the employee is found to have breached the policy, he or she will face 
a disciplinary penalty ranging from a verbal warning to dismissal. The actual penalty applied will 
depend on factors such as the seriousness of the breach and the employee's disciplinary record.   
 
VI. NETWORK USERNAMES AND PASSWORDS 

 
In order to ensure the maximum security of information shared on technology networks, SPARK 
I/T Services requires that individuals granted access to the network use a unique username and 
password. Requiring usernames and passwords will minimize security concerns and 
unauthorized access to information shared on the network of SPARK I/T Services.  

VII. AGREEMENT                                                                                                                                 

All company employees, contractors or temporary staff who have been granted internet access 
are required to review this IT Security Policy confirming their understanding and acceptance. 
 
 
___________________________________ 

 



 
Employee Name 
 
 
____________________________________ 
Employee Signature  

 



 
 
ALL INFORMATION, INSTRUCTIONS, TIPS, COMMENTS, AND FORMS ARE PROVIDED "AS IS" 
WITHOUT ANY EXPRESS OR IMPLIED WARRANTY, INCLUDING AS TO LEGAL EFFECT OR 
COMPLETENESS. They are for guidance and should be modified by you or your attorney to meet your 
specific needs and the laws of your state. Use at your own risk. Docstoc, its employees or contractors 
who wrote or modified any form, instructions, tips, comments, and decision tree alternatives and choices, 
are NOT providing legal or any other kind of advice, are not creating or entering into an Attorney-Client 
relationship, and were most likely NOT prepared or reviewed by an attorney licensed to practice law in 
your state. Docstoc is unable to and does not provide legal advice. Please note that laws change and are 
regularly amended, therefore, the provisions, and names and section numbers of statutes within this 
document, if any, may not be 100% correct as they may be partially or wholly out of date and some 
relevant ones may have been omitted or misinterpreted. The information and forms are not a 
substitute for the advice of your own attorney. You may wish to consult with your own attorney 
licensed to practice law in your state. 
This document is not approved, endorsed by, or affiliated with any State, or governmental or licensing 
entity. 
Note: You should have carefully read and considered the instructions, tips, comments, and 
decision tree alternatives and choices. If you did not you should go back and complete the 
process again. You must review the completed document to make sure that it meets your specific 
circumstances and requirements, and the particular laws of your state. Docstoc does not review 
your completed document, including for consistency, spelling errors, or any reason at all. You (or 
your attorney) may want to make additional modifications to meet your specific needs and the 
laws of your state. 
◊ Where within this document you see this symbol: ◊ or an instruction states "Insert any number you 
choose◊," or something similar, or there is a blank for the user to complete, please note that although 
Docstoc believes the information or number may be any that the user chooses, and that there is no law 
governing what the information or number should be, you might want to verify this, including by consulting 
with your own attorney licensed to practice law in your state. And even if one party has more negotiating 
leverage than another you might want to be reasonable. 
INFORMATION AND FORMS ARE PROVIDED "AS IS" WITHOUT ANY EXPRESS OR IMPLIED 
WARRANTY OF ANY KIND INCLUDING WARRANTIES OF MERCHANTABILITY, 
NONINFRINGEMENT OF INTELLECTUAL PROPERTY, OR FITNESS FOR ANY PARTICULAR 
PURPOSE. IN NO EVENT SHALL DOCSTOC, INC., OR ITS AGENTS, OFFICERS, ATTORNEYS, ETC., 
BE LIABLE FOR ANY DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES 
FOR LOSS OF PROFITS, BUSINESS INTERRUPTION, LOSS OF INFORMATION) ARISING OUT OF 
THE USE OF OR INABILITY TO USE THE MATERIALS, EVEN IF DOCSTOC HAS BEEN ADVISED OF 
THE POSSIBILITY OF SUCH DAMAGES. 
Your use of this document is deemed to be your agreement to the foregoing and that you have read and 
agree to our Terms of Service (http://www.docstoc.com/popterm.aspx?page_id=15), as well as 
ourdisclaimer that Legal information is not legal advice, and the important content available here 
http://www.docstoc.com/popterm.aspx?page_id=114 
No Docstoc employee, contractor, or attorney is authorized to provide you with any advice about what 
information (again, which includes forms) to use or how to use or complete it or them. 
Entire document © Docstoc, Inc., 2010, 2011 
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